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Part 1: Motivation



Diffie-Hellman key exchange (circa 1976)
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Index calculus
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Diffie-Hellman key exchange (circa 2016)
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Diffle-Hellman key exchange (cont.)

A Individual secret keys secure under Discrete Log Problem (DI®Q ™ @

A Shared secret secure unddiffie-Hellman Problem (DHPY(WQHQ m "Q

N N W W W W

€ done viamdmud d u prl® 6 ,(phiplphgrimp 8 )

AWe are wWword&, nlgu o oneopeyation multiplication

A Main reason for fields being so big: (suexponential) index calculus attacks!



DH key exchangeKoblitzMiller style)

If all we need Is a group, why not use elliptic curve groups”

MATHEMATICS OF (07
VOLUME 44 NUMBER
SANUARY 1407, At}

Elliptic Curve Cryptosystems Use of Elliptic Curves in Crypiography

By Neal Koblitz

Thin paper s deaicuted tn Bonicl Shaks o the cecasio Victor 5. Miller

th dir

of his ver

Abstract. We discss analogs based on elliptic curves over finite Giehds of public key Exploraory Comparer Science, IBM Research, P.O. Box 218, Yorkiow Helgats, NY 10558

cryplosystems which use the multiplicative group of a finite ficld. These elliptic curve

eryplosystems may be more secure. hecause the analog of the discrete logarithm problem on ABSTRACT
elliptic curves is likely 1o be harder than the classical discrete logarithin problem, especially
over GF(2"). We discuss the question of primitive poinks 9n an elipic carve modulo p. and We discuss the use of elliptic curves in cryptography. In particular, we propose an analogue of the
1;;.:’: theorem on nonsmoathness of the order of the cyclic subgroup generated by a global Diffie-Hellmann key exchange protocol which appears 10 be irmunc from attacks of the style of
Western, Miller, and Adleman_ With the current bounds for infeasible attack, it appears to be
1. Introduetion. The earliest public key cryptosystems using number theory were about 20% faster than the Diffic-Hellmann scheme over GF(p). As computational power grows,
based on the structure either of the multiplicative group (Z,/N Z)* or the multiplica- this disparity should get rapidly bigger.

tive group of a finite field GF{g), g = p". The subsequeni construciion of analogous
systems based on other finite Abelian groups, together with H. W, Lenstra's success
in using elliptic curves for integer factorization, make it natwral to study the
possibility of public key cryptography based on the structure of the group of points
of an elliptic curve over a large finite field. We first briefly recall the facts we need
about such clliptic curves (for more details, see (4] or [5]). We then deseribe elliptic
curve analogs of the Massey-Omura and ElGamal systems. We give some concrete
examples, discuss the question of primitive poinis, and conclude with a theorem
concerning the probability that the order of a cyclic subgroup is nonsmooth.

I would like to thank A. Odlyzko for valuable discussions and correspondence,
and for sending me a preprint by V. 8. Miller, who independently arrived at some
similar ideas about elliptic curves and cryptography.

2. Elliptic Curves. An tic curve £, defined over a field K of characteristic
# 2 or 3 is the set of solutions (x, y) € K* to the equation

Ntax+h,  abek

1) ¥
(where the cubic on the right has no multiple roots). More precisely, it is the set of
such solutions together with a “point at infinity” (with homogeneous coordinates
(0,1,0): if K is the real numbers, this corresponds 1o the vertical direction which the
tangent line 1o E, approaches as x — o). One can start ouwt with a more com-
plicated general formula for £, which can easily be reduced 1o (1) by a linear
change of variables whenever char & # 2.3 If charK = 2—an important case in

Received Ociober 29, 1985, revised June 5, 1986,
1980 Markematice Subject Classificanson (1985 Reviuon ). Primary 11T71. 94A60: Secondary H5P25,
1YL, 11Ysh
1987 American Mathemaiscal Society
U025 5TLS/H SLO + $.25 per page H.C. Williams (Ed.) Advanees in Cryptol
 Springer-Verlag Berlin Heidelberg 1086

3 - CRYPTO "85, LNCS 21K, pp. 417-426, 1936,
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Part 2: Elliptic Curves



Some good references

Joseph H. Silverman

The Arithmetic
of Elliptic Curves

2nd Edition

@ Springer

Elliptic Silvermanodés talk: OAn I ntroducti o
curves | http://www.math.brown.edu/~jhs/Presentations/WyomingEllipticCurve.pdf
Elliptic Sutherl andds MIT course on
curves https://math.mit.edu/classes/18.783/2015/lectures.html

ECC Koblitz-Menezes: ECC: the serpentine course of a paradigm shift

http://eprint.iacr.org/2008/390.pdf



http://www.math.brown.edu/~jhs/Presentations/WyomingEllipticCurve.pdf
https://math.mit.edu/classes/18.783/2015/lectures.html
http://eprint.iacr.org/2008/390.pdf

group (G, ) can do

rnrng (R, , ) cando

fleld (FL, ) cando



| f youoOve never seen

Remember: an elliptic curve is a group defined over a field

elliptic curve group 'O ) cando$ S
underlying field 0, , ) can do =

operations in underlying field are used and combined to
compute the elliptic curve operatiors



Boring curves
"Yohy) 1 or  CGORNY) T

Degree 1 (lines) W . "
WO WW W Ww TI

Degree 2 (conic sections) o
W Www Qw Quw 'Q m WWWT

e.g., ellipses, hyperbolas, parabolas

AbGenusOd measures geometric com
A We know how to describe all solutions to these, e.g., ovexisof) u

A Not cryptographically interesting



Elliptic curves

ADegree 3 is where all the fur
G W OO W W QWOO® Qo QwQ
©@) ¢l
N
ohd o 0w 0w w0 - Osp@C!ﬁed
A Elliptic curve$ genus 1 curves by U hudtw

A Setis points(ait) ¥ U 0 satisfying above equation
A Geometrically/arithmetically/cryptographically interesting
AFermat ds | ast theorem/ BSD con



Elliptic curves, pictorially

Qs @ o o p



Elliptic curves are groups

A SoOis a set, but to be a group we need anperation

A The operation is between point§® v )$ (0 hd )  (® o)

A Remember: a groupO$ ) defined over a field O h h

Abwill be fields hweethr emhused t o,

A Remember: the (boring) operations, , ,~inv are used to
compute the (exotic) operatiors on O



Elliptic curve group law Is easy

Fun fact: homomorphism between Jacobian of elliptic
curve and elliptic curve itself.

Upshott you donodot have to know w
understand/do elliptic curve cryptography



The elliptic curve group lavs
We need(w ) $ (0ho) (o hod)

Question:Given two points lying on a cubic curve, how can we us
their coordinates to give a third point lying on the curve?



The elliptic curve group lavs
We need(w ) $ (0ho) (o hod)

Question:Given two points lying on a cubic curve, how can we us
their coordinates to give a third point lying on the curve?

Answer:A line that intersects a cubic twice must intersect it again.
so we draw a line through the pointgcw hw ) and (o ho )



The elliptic curve group lavs




The elliptic curve group lavs

0 _ @' intersectedwith ® © OO W
® Co’') Odow
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A toy example

OfFs

aw w ¢7?

What about Ofu



The (abelian) group axioms

A Closure the third point of intersection must be in the field

Aldentity Oy (V) (W) Dw & Ow W  H

(O ¢ R)
1
|
| )}
|
Q& R\

A Commutative line through0 and 0 same as line throughd and 0

AlnverseS (afv) oh ®

A Associativeproof by picture




A toy example, cont.
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Part 3: Elliptic Curve Cryptography



Difflie-Hellman key exchange (circa 2016)
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NIST Curve P56

NIST NISTReCur.pdf X |

é 4 O ‘ csrc.nist.gov/groups/ST/toolkit/documents/dss/NISTReCur.pdf

RECOMMENDED ELLIPTIC CURVES FOR FEDERAL
GOVERNMENT USE

July 1999

ment use and contains choices of private key length and underlying fields.

§1. PARAMETER CHOICES

2. CUurvEs oVER PriME FIELDS

N niin nu I I ns-iifoe For each prime p. a psendo-random curve
of Standards
and Technology

E: y=2"-3x+b (modp)

This collection of elliptic curves is recommended for Federal govern-

P

b

(" x

G,

Curve P-256

3415290314195533631308867097853951

11579208921035624876269744694940757352999695\
5224135760342422259061068512044369

€49d3608 86e70493

75d4f7e0 ce8dB84a9

769886bc 651d06b0

63a440f2 77037d81

7c0f9e16 2bce3357

6a6678e1l

7efbal66
cbl1l4abc

5ac635d8
cc53b0£f6

6b17d1£2
2deb33a0

4fe342e2
6b315ece

139d26b7

29865be94
af317768

aa3a93e7
3bce3c3e

el2c4247
£4a13945

fela7f9b
cbb64068

8191£7e90

03cb055¢
0104fa0d

b3ebbdE5
27d2604b

f8bcebeb
d898c296

BeeTebda
37bf51£f5



ECDH key exchange (198owish

n ¢ ¢ ¢ ¢ p

N PPUXWCTYWCPTMTOUVPCTYUXPCOPWXTTOPWTWIMYXUXOULVOTMMYPPPTIOTPUCWNMOPTPpWLUULOOPaopaoTy
OM: w0 w oww

MO PPUXWCTMYWCPMOUVEPCTYXQPCPWXTTPWT WTITMYXULUXOULWWWPWULUCCTPOUXPMOTCTCCCUL WTQ |

0 TPYTOWULPPCWOWTMPT UP XUV WTMUCUPUCUC X WX WP T CXTIICPXS @ CTTIGE TPUoLICC QPIpT P X T
CPPOTCUMWULAXTWXWUXWYPLPLPCXWPWLYXYPYPWLOEPPPPTOPX WYL TP
6]l YTPPOCMUCOPOPULUYRYPOXVUWOTMEXWOUWCTMMUCUOPGOTTCCpYY 0 0 OpX

PITCYPLEULULUTCPYPYULLWYTCPXOCWCUTMPXCYYLOTMMPTMWPYTCPPTMYYPYULT
[b]0 PTMPCCYPPYCWCTTUXPCPPXWXTMTPOPULUTUTTMYXWOTMCTUYPWLTROPPTC MW
XXYUYXTPYPWMONMTMCCWWTPPPLWUTMOTUULOCUXXOTMYTXPYULPPULPX




The fundamental ECC operation

0 hOm ["“QG

\ GIF: Wouter Castryck



Scalar multiplications via doubland-add

S How to (naively) computé®y m [Q0 ?
oN U Q (Qfic Q)

for Grom € p downto TtdO

0N [c]0 ' DBL
if 'Q pthen
~ONUS U
end if ADD
end for

~y ~J
7

return U [QU



Scalar multiplications via doubland-add

S How to (naively) computé®y m [Q0 ?
oN U Q (Qfic Q)

for Grom € p downto TtdO

0N [c]0 ' DBL
if 'Q pthen
~ONUS U
end if ADD
end for

~y ~J
7

return U [QU



Scalar multiplications via doublend-add

~v~

How to compute Cw ™ QO on » Ow o
Q. QhQ B hQ

who N O

for Grom € p downto TtdO
N ow wlfcw N "N w _woi
N _ con wN _w 00N

if 'Q pthen
N T ® N _on
woN_ oo onNwN o v

end for

ewn (WM0)  [Q o ho



Projective space

A Recall we deflned the group ab -rational pomts as
O (L) (chyde @ o o' b

A The natural habitatfor elliptic curve groupsisim 0 , not\ (0)

A For (easiest) example, rather thgahi) ¥ \ , take (Ggk) ¥ ~ modulo the
equivalence(dwdd) D _®OD_ db_ dfor _N 0°

A Replacewwith wlw and wwith cfw, soO ; (L) is the set of solutiongddudo) ¥ ~ (V)
to

!!!!!

OD OO ® O

A So the affine pointg(¢it) from before become(®wDWDp) D _ ob_ d_ and the point at
infinity is the unique point wittw T, i.e.,(mDp D) D 1 D_ Dt



Projective space, cont.

A One practical benefit of working over is that the explicit formulas for
computings become much faster, by avoiding field inversions

A Thus, the fundamental ECC operatic@) ™ [Q0bec omes much

(Wh) ¢ dw (& D® Dhye ¢ & DD
_N ow wlqg wh W O W) WYWAOW
wke_ ¢ G (O @IPOOD (@ D)) Y
we _w o i O DO

PYqD p™O L0 o0°Y




Projective scalar multiplications

How to compute™@ ™ [Q0 on®w ® GO o
' OhQ B hQ

gy N D
for Grom € p downto 1tdO

@I ¢ @ gpd) VD QY
if 'Q pthen
L Gddh )N @IS dEd wd oY
end for

return (ol )N @ 7O O TH pn Oc v



ECDLP security and

A ECDLP: giveeh) ¥ OM of prime order 0, find Qsuch thatd  [[QU

APol | ardo?78: -«:andmp‘ﬂtbu]ps[]
we find a collisiodY Y with® ®,then’Q &

A Birthday paradox says we can expect collision after computing

J“ &Cc group elementsY, i.e., after /0 group operations.
So¢ security needs) ¢

A The best known ECDLP algorithm on (wetosen) elliptic curves
remains generic, I.e., elliptic curves are as strong as is possible



Index calculus on elllptlc curves?

[ Mi | | er, 85] R o I I extremely wunl i1 kel

ConsiderOIM dw W O0CwWPOoW

[MoOM ) pPCXX
L oft tpand v P why T X
ECDLP: findQsuch that[Q0 0
Regardl ess of factor base, ca

e.g., factor baseY  {(oft m)p(ulo wb(xtx ohlp I V(P tp (P &@ @)}

Writing Y B[""gz]f_Y involves solving discrete logarithms, compare
this to integersl | A where we lift andfactoriseover the integers



Part 4. Nextgeneration ECC



What 0s wrong with

A Sidechannelattacks st ar t i ng wi-chdnnekatiackis
and their countermeasures have become extremely sophisticatec

A Decades of new researchve now know much
better/faster/simpler/safer ways to do ECC

A Suspicion surrounding previous standardSnowden leaks, dual
ECGDRBG backdoor, etc., lead to conjectured weaknesses in the
NIST curves



Next generation elliptic curves

A 2014: CFRG receives formal request from TLS working group for
recommendations for new elliptic curves

A 2015: NIST holds workshop on ECC standards

A 2015: CFRG announces two chosen curves, both specified in
Montgomery (1987) form

OM D w 0B

ABernsteinds Cuir ¢e?2 posahd0 [12p0plp6p]c:
AHamburgods Golndicl ocks palo1pdbopocgo
A Both primes offer fast software implementations!

A Their group orders are divisible by 8 and 4, but this form offers
several advantages.




Mont gomer yo
OM D ® 0w

W

f ast

A drop the wcoordinate, and work withos-only.
A projectively work with(G D) N ~ instead of (O DOD@ N
A But (pseude)addition of @0 and @0 requiresw 0 S 0

Extremely fast pseudaoubling: xDBL
w1 W w) o)

W] WO (@ w) O QYL
Extremely fast pseud@ddition: XxADD

W G (@ OO &) @ &)
W [ d)d &) (@ &)

0)
)

L ¢qY

TU 7Y




Differential additions and the Montgomery ladder

A / /
1% [ oA SEEENN Y &
’ \ \ \

A Given only thew coordinates of two points, theo coordinate of their sum
can be two possibilities

A Inputting the wcoordinate of thedifferenceresolves ambiguity

A The (ingenious!) Montgomery ladder fixes alifferencess the input point:
in oo M @[QU , everyd! $i$ of the form
31 $(B[E p]0 o [E]0 oD )

A We carry two multiplesob o up t hewd amld@® 8 ©)
A At Q step: computea([c]0§ 0) @O 0@V $§ 0)h(V)h(0)
A At "Q step: pseudedouble @ $ ") one of them depending onQ



Fast, compact, simple, safénffie-Hellman

A Write™Q B’® Q¢ with'™@, pandd who inO¢
(e.g., on Curve25519 or Goldilocks)

o N @$ (¢ )i
for Q Jb ¢ downto tdo

who N A37 ((@ S Q)r(wm)) Inherently uniform, much

oho N @$"(@)D! $(Shoho) easier to implement in
end for constanttime

who N A3 7 (@h(owh))
return® W

A wonlyDiffieHe | | man (alid ) ec([@d@H0)): & [aI([¢Y0)

seehttps://tools.ietf.org/html/rfc7748
(Elliptic curves for security)



https://tools.ietf.org/html/rfc7748

Curve25519 and Goldilocks in the real world

ASee OEI Il i pti c htos/fowleietor/dmn!/rfc§E&E u

A Both curves integrated into TL&8phersuites

A In 2014 OpenSSHiefaults to Curve25519

A Curve25519 is used in Signal Protocol (Facebook Messenger,

Google Allo, WhatsApp), IOSGnNuUPG etc
(https://en.wikipedia.org/wiki/Curve255}9



https://tools.ietf.org/html/rfc7748
https://en.wikipedia.org/wiki/Curve25519

(Twisted) Edwards curves

ODOW W p ow
A Neutral element iSTip) - no projective space needed foD U
A Addition law iscomplete(for wellchosenO)

o o WW WW W0 W
(OFd)  (ofd) ( ; )

A Extremely fast8M! Also works for doubling, inverses, everything

A Fast, simple, exceptiofree implementations that always compute
correctly

A Also birationally equivalent to Montgomery curves!



Elliptic curves: the best of both worlds

Pl X Pl ﬁ c Rn g
Hom(E, E) :
/ 7, E0 = Ew ' w

attacker: generic  Vs. Us: not generic




ECC Is the best of both worlds

attacker 0vs.t o oourbalbox



Questions?



