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Part 1: Ditfie-Hellman key exchange
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Cryptography Pioneers Receive 2015 ACM A.M. Turing
Award

Whitfield Diffie, former Chief Security Officer of Sun Microsystems
and Martin E. Hellman, Professor Emeritus of Electrical
Engineering at Stanford University, are the recipients of the 2015
ACM A.M. Turing Award, for critical contributions to modern
cryptography. The ability for two parties to communicate privately
over a secure channel is fundamental for billions of people around
the world. On a daily basis, individuals establish secure online
connections with banks, e-commerce sites, email servers and the
cloud. Diffie and Hellman’s groundbreaking 1976 paper, “New

Directions in Crvntosranhv.” intradneced the ideas of nunhlic-kev
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E STAND TODAY ¢n the brink of a revolution in

eryptography. The development of cheap digital
hardwsre has freed it from the design limitations of me-
chanical computing and brought the cost of high grade
eryptographic devices down to where they can be wsed in
sueh eommercial wpplications as remote cagh dispensers
and computer terminals. In turn, such applications create
a need for new types of cryptographic systems which
minimize 1he necessity of secure key distribution channels
and supply the equivalent of o written signuture, AL the
same time, theoretical developmenis in information theary
and compaiter science show pronvise of providing provably
seeure crvplosystems, changing this ancient art into a
SRR,

The development of computer controlled communica-
tion networks promises effortless and inespensive contiet
hetween people of computers on opposite sides of the
warld, replacing most mail and tany excursions with
telecommunications. For many applications thess contacts
st he made sewrs against hith savesdropping and the
inpection of legitimate messages. At present, however, the
solution of security problems lags well behind other areas
of communications technology. Contemporary ceyp-
tography is unable to meet the requirements, in that its use
weptild imprse sech spvers inconveniences on the system
users, as to eliminate many of 1he benefits of teleprocess-
ing.
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The best known eryptographic problem is that of pei-
vacy: preventing the unauthorized extraction of informa-
tion from communicalions over an insecure channel. In
arder to use eryptography to insure privacy, however, It is
currently necessary for the communicating parties to
akey which is known b no ane else. This is done by send-
ing the key in advance over some secure channel such as
private courier or registered mail, A private conversation
between two people with no prior scquaintance is & com-
mon sceurrence in business, however, and it &= unrealistic
10 expect inftal business contaets e be posipomed ooy
enough for keys 1o be transmitied by some physical means.
The cost and delay imposed by this key distribution
problem is & major barrier to the transfer of business
conhinicitions w large teleprooossing netwarks,

Section 11T proposes two approaches to transmitting
koying information over public (e ineseiesl channals
without compromising the security of the system. In a
public key eryptosystem enciphersing and deciphering are
governed by distinet keys, E and I, such that computing
I from E iz computationally infeasible {v.g., requiring
10M ingtructions), The enciphering key E can thus be
puhlicly disclosed without compromising the deciphering
key [). Hach user of the network can, therefore, place his
endiphering key in a pablic directory, This enables any user
of the system 10 send o message lo any other user enci-
phered in such a way that only the intended receiver iz able
to decipher it As such, & public key cryplosystem s a
multiple access cipher. A private conversation can there-
fore be held between any twe individuals regardless of
whether they have ever communicated before. Each one
senids messages to the other enciphered in the receiver’s
public enciphering key and deciphers the messages he re-
ceives using his own storet deciphering key.

We propose some techniques for developing public key
cryplosystens, Tt the peokiem iz still Lavgely apen

Publie key distribution systems offer a different ap-
proach to eliminating the need for o secure key distribution
channel, Tn such a system, two users who wish to exchange
a key communicate back and forth until they arsive at a
key in common. A third party esvesdropping on this ex-
change must find it computationally infeasible to compute
the key from the information overheard, A possible solu-
b o the public key distribution problem is given in
Section 111, and Merkle [1] has a partial solution of a dif-
ferent form

A sapiid pRoblet, aienable 1o Gy pLographle salution,
which stands in the way of replacing contemporary busi-




Diffie-Hellman key exchange (circa 1976)

g = 1606938044258990275541962092341162602522202993782792835301301
g = 123456789

g®modq = 7846737452942265357975459631985270257549969298008577794859>

s€0048104293218128667441021342483133802626271394299410128798 = g®” mod q



Diffie-Hellman key exchange (circa 2016
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Diffie-Hellman key exchange (cont.)

« Individual secret keys secure under Discrete Log Problem (DLP): g,g* » x

« Shared secret secure under Diffie-Hellman Problem (DHP): g,9% g° — g%

« Fundamental operation in DH key exchange is group exponentiation:  g,x » g*

Done via “square-and-multiply”, e.g., (x), = (1,0,1,1,0,0,0,1 ...)

« We are working “mod q", but only with one operation: multiplication

« Actually, fundamental operation in all public-key cryptography (key exchange,
signatures, encryption, etc) is group exponentiation

« Main reason for fields being so big: (sub-exponential) index calculus attacks!



DH key exchange (Koblitz-Miller style

T all we need is a group, why not use elliptic curve groups?

MATHEMATICS OF (07
VOl UME 4K, NUMBL
SANUARY 1487, PAtES.

Elliptic Curve Cryptosystems Use of Elliptic Curves in Cryptography

By Neal Koblitz

s i Victor 5. Miller

Thin puguer i eakcated i Danief Shanks on the excusion of his ver

Alsract. We discuss analogs based on elliptic curves ower finite Gelds of public key Exploratory Compuzer Science, I1BM Rescarch, P.0. Box 218, Yormown Heigas, NY 16538

cryplosystems which use the multiplicative group of a finite ficld. These elliptic curve

cryplosystems may be more secure. because the analog of the discrete logarithm problem on ABSTRACT

elliptic curves s bikely 1o be harder than the classical discrete logarithem problens, especially

over GFi2"). We discuss the question of primitive points on an ellipsic curve modulo p. and We discuss the use of elliptic curves in cryptography. In particular, we propose an analogue of the
give u theorem on nonsmoothness of the order of he cyclic subgroup generated by a global

Diffic-Hellmann key exchange protocol which appears to be immune from attacks of the style of

point

Western, Miller, and Adleman. With the current bounds for infeasible attack, it appears to be

1. Introduetion. The earliest public key cryptosystems using number theory were about 20% faster than the Diffic- Hellmann scheme over GF(p). As computational power grows,
based on the structure either of the multiplicative group (Z,/N Z)* or the multiplica- this disparity should get rapidly bigger.

tive group of a finite field GF{g), g = p". The subsequeni construciion of analogous
systems based on other finite Abelian groups, together with H, W, Lenstra's success
in using elliptic curves for integer factorization, make it nawral to swdy the
possibility of public key cryptography based on the structure of the group of points
of an elliptic curve over a large finite field. We first briefly recall the facts we need
about such clliptic curves (for more details, see (4] or [5]). We then deseribe elliptic
curve analogs of the Massey-Omura and ElGamal systems. We give some concrete
examples, discuss the question of primitive poinis, and conclude with a theorem
concerning the probability that the order of a cyclic subgroup is nonsmooth.

I would like to thank A. Odlyzko for valuable discussions and correspondence,
and for sending me a preprint by V. 8. Miller, who independently arrived at some
similar ideas about elliptic curves and cryptography.

2. Elliptic Curves. An elliptic curve £, defined over a field K of characteristic
# 2 or 3 is the set of solutions (x, y) € K* to the equation

{n yVi=x'tax+h  abek

(where the cubic on the right has no multiple roots). More precisely, it is the set of
such solutions together with a “point at infinity” (with homogeneous coordinates
(0,1,0): if K is the real numbers, this corresponds 1o the vertical direction which the
tangent line 1o E, approaches as x — o). One can start ouwt with a more com-
plicated general formula for £, which can easily be reduced 1o (1) by a linear
change of variables whenever char K # 2.3, If charK = 2—an important case in

Reecived October 29, 1985; revised June 5, 1986,
1980 Markemutics Swbyect Classificarion (1985 Revision), Primary 1171, $4A60: Secondary 65P25,
1YL, Y40

1987 American Mathemaiscal Society
D025, 5TL/H $100 + $.35 per page HLC. Williams (EL}: Advances in Cryplol
 Springer-Verlag Berlin Heidelberg 1086

3 - CRYPTO "85, LNCS 21K, pp. 417-426, 1936,

Rationale: “it is extremely unlikely that an index calculus attack on the elliptic curve
method will ever be able to work” [Miller, 85



Real-world (e.g., Internet/TLS) cryptography in one slide (oversimplitied)

public-key/asymmetric crypto >

< public-key/asymmetric crypto

symmetrically encrypted traffic >

< symmetrically encrypted traffic
Client Server

« Public-key cryptography used to
(1) establish a shared secret key (e.g., Diffie-Hellman key exchange)
(2) authenticate one another (e.q., digital signatures)

« Symmetric key cryptography uses shared secret to encrypt/authenticate the subsequent
traffic (e.q., block ciphers, AES/DES, stream ciphers, MACs)

« Hash functions used throughout (e.g., SHASs, Keccak)



Real-world (e.g., Internet/TLS) cryptography in one slide (oversimplitied)

public-key/asymmetric crypto >

< public-key/asymmetric crypto

symmetrically encrypted traffic >

< symmetrically encrypted traffic
Client Server

» Public-key cryptography used to
£CC j> (1) establish a shared secret key (e.g., Diffie-Hellman key exchange)
(2) authenticate one another (e.q., digital signatures)

« Symmetric key cryptography uses shared secret to encrypt/authenticate the subsequent
traffic (e.q., block ciphers, AES/DES, stream ciphers, MACs)

« Hash functions used throughout (e.g., SHASs, Keccak)




Part 2: Elliptic Curves



Some good references

Joseph H. Silverman

The Arithmetic
of Elliptic Curves

2nd Edition

@ Springer

Elliptic Silverman’s talk: “An Introduction to the Theory of Elliptic Curves”
curves | http://www.math.brown.edu/~jhs/Presentations/WyomingEllipticCurve.pdf
Elliptic Sutherland’s MIT course on elliptic curves:
curves https://math.mit.edu/classes/18.783/2015/lectures.html

ECC Koblitz-Menezes: ECC: the serpentine course of a paradigm shift

http://eprint.iacr.org/2008/390.pdf



http://www.math.brown.edu/~jhs/Presentations/WyomingEllipticCurve.pdf
https://math.mit.edu/classes/18.783/2015/lectures.html
http://eprint.iacr.org/2008/390.pdf

group (G,4+) can do + —

rng (R, +, X) cando+ — X

field (F 4+, X) cando+ — X —



T you've never seen an elliptic curve before....

Remember: an elliptic curve is a group defined over a field

elliptic curve group (E,D) can do €

AS,

underlying field (K, +, X) can do

X =+

operations in underlying field are used and combined to

compute the elliptic curve operation @




BOring curves
fx,y) =0 o fXY,Z)=0

Degree 1 (lines
J ( ) ax + by =c ab + 0

Degree 2 (conic sections)
ax®+bxy+cy*+dx+ey+f=0 abc # 0
e.g., ellipses, hyperbolas, parabolas

« "Genus” measures geometric complexity, and both are genus 0
« We know how to describe all solutions to these, e.qg., over Q

« Not cryptographically interesting



Elliptic curves

« Degree 3 is where all the fun begins...

ax3 + bx?y + cxy?* +dy3 +ex? + fxy+gy*+hx+iy+j=0
ch(K) # 2,3
N
E/K: y?’=x’+ax+b 4mmm [ specified
» Elliptic curves & genus 1 curves by K, a, b

« Set of points (x,y) € K X K satistying above eqguation
Geometrically/arithmetically/cryptographically interesting
Fermat’s last theorem/BSD conjecture/ ...



Flliptic curves, pictorially

E/R: y2 =x3+x+1

E/R: y?

— X — X



Elliptic curves are groups

« SO E is a set, but to be a group we need an operation

« The operation is between points (xp, yp) P (xQ,yQ) = (Xr, Yr)
« Remember: a group (E,@) detined over a field (K, +,%X)

» K will be fields we're used to, e.g., Q, G, R, F,,

« Remember: the (boring) operations +,—,X,+ in K are used to
compute the (exotic) operation @ on E



Elliptic curve group law is easy

Fun fact:  homomorphism between Jacobian of elliptic
curve and elliptic curve itself.

Upshot.  you don't have to know any algebraic
geometry (e.g., what a Jacobian is) to
understand/do elliptic curve cryptography



The elliptic curve group law @

We need (xp, yp) @ (xq,¥q) = (xr, Yr)

Question: Given two points lying on a cubic curve, how can we use
their coordinates to give a third point lying on the curve?



The elliptic curve group law @

We need (xp, yp) @ (xq,¥q) = (xr, Yr)

Question: Given two points lying on a cubic curve, how can we use
their coordinates to give a third point lying on the curve?

Answer: A line that intersects a cubic twice must intersect it again,
so we draw a line through the points (xp, ¥p) and (xo, ¥ )



The elliptic curve group law @




‘he elliptic curve group law @

y:Ax Vv N y2:X3+ClX+b
x3—Ax+v)2+ax+b=0
x3 —22x2 4+ (a = 2W)x + (b —v?) = (x — xp)(x — xp) (x — xR)




A toy example

x3 —2

x3 =27

What about E/Q: y?



The (abelian) group axioms

» Closure: the third point of intersection must be in the field
- Identity: Eq,(K) = {(x,¥) : ¥* = x® + ax + b} U (o0}

. Inverse: 8 (x,y) = (x, —y)

« Associative: proof by picture

« Commutative: line through P and Q same as line through Q and P



A toy example, cont.
E/]Fll:yz — x3 — 2X

L

(7,5) @ (8,10) = (10,1)

.4

I N N I I R
0123456728910




Scalar multiplications via double-and-ado

How to (naively) compute k,Q — |k]Q 7
P — Q k — (kn' kn—lJ ""kO)Z

fori fromn — 1 downto 0 do

P<|[2]P < DBL D

if k;, =1 then

P—P®Q < - ADD

end if

end for

return P(: [k]Q)



Scalar multiplications via double-and-ado

How to compute k, Q ~ [k]Q on y* = x® + ax + b?
k= (kpy Ky_qy e, ko)

(xP' yP) A Q

for i fromn — 1 downto 0 do
A« (3xp +a)/(2yp) ; V< yp — Axp;
Xp < A — 2xp; yp < —(Axp +v);

if k;, =1 then

A= p—Yo)/(xp —xq) ; V < yp — AXp;

Xp « > —xp —x0; Yp « —(Axp + V)
end for

return (XP;yP) — [k](xQ»yQ)



Projective space

 Recall we defined the group of K-rational points as
E.p(K) = {(x,y): y*=x+ax + b} U {oo}

« The natural habitat for elliptic curve groups is in P4(K), not A%(K)

. For (easiest) example, rather than (x,y) € A%, take (X:Y:Z) € P? modulo the
equivalence (X:Y:Z) ~ (A X : AY : AZ) forA € K*

Replace x with X/Z and y with Y/Z, so E, ,(K) is the set of solutions (X:Y:Z) € P4(K)
{o

E: Y?Z=X34aXZ?+bZ3

« S0 the affine points (x,y) from before become (x : y : 1) ~ (Ax : Ay : 1) and the point at
infinity is the unique pointwith Z =0,ie,(0:1:0) ~(0: 1:0)



Projective space, cont.

» One practical benefit of working over P% is that the explicit formulas for
computing @ become much faster, by avoiding field inversions

« Thus, the fundamental ECC operation k, P — |k]P becomes much faster...

(x%y") = [2](x,y) X' Y :Z)=[2)(X:Y : Z)
A« (3x2 +a)/(2y) ; X' =2XY((3X* + aZ?)* — 8Y*XZ)
x' /12 — 2x: Y' = (3X% + aZ?)(12Y2%XZ — (3X? + aZ?)?) — 8Y*Z2
Y« (A" —x) + ) Z'=8r°z°

1S + 2M + 11 S5M + 65




Projective scalar multiplications

How to compute k,Q ~ [k]Q on y* = x® + ax + b?
k= (kpy Ky_qy e, ko)

(Xp:Yp:Zp ) < (Q

fori fromn — 1 downto 0 do
(XP:YP:ZP) — [2](XP:YP:ZP) SM —+ 65

if k; =1 then

(Xp:Yp:Zp ) « (Xp:Yp: Zp ) @ (Xo:Y:Zg) 9IM + 25

end for

return (xp,yp ) < (Xp/Zp.Yp/Zp) 1/ + 2M




Part 3: Elliptic Curve Cryptography



Diffie-Hellman key exchange (circa 2016
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NIST Curve P-256

NIST NISTReCur.pdf X |+

é O ‘ csrc.nist.gov/groups/ST/toolkit/documents/dss/NISTReCur.pdf

RECOMMENDED ELLIPTIC CURVES FOR FEDERAL
GOVERNMENT USE

July 1999

ment use and contains choices of private key length and underlying fields.

1. PARAMETER CHOICES

2. CUurvEs oVER PriME FIELDS

N niinnul I ns-iifoe For each prime p. a psendo-random curve
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EFCDH key exchange (1999 — nowish)

p = 2256 _ 2224— + 2192 + 296 —1
p = 115792089210356248762697446949407573530086143415290314195533631308867097853951

s a7 — 43
#E = 115792089210356248762697446949407573529996955224135760342422259061068512044369

P = (48439561293906451759052585252797914202762949526041747995844080717082404635286,
36134250956749795798585127919587881956611106672985015071877198253568414405109)

[a]P = (84116208261315898167593067868200525612344221886333785331584793435449501658416,
102885655542185598026739250172885300109680266058548048621945393128043427650740)

[b]P = (101228882920057626679704131545407930245895491542090988999577542687271695288383,
77887418190304022994116595034556257760807185615679689372138134363978498341594)




EFCDH key exchange (1999 — nowish)

E/Fyy*=x>—=3x+b

#E = 115792089210356248762697446949407573529996955224135760342422259061068512044369

P = (48439561293906451759052585252797914202762949526041747995844080717082404635286,
36134250956749795798585127919587881956611106672985015071877198253568414405109)

[a]P = (84116208261315898167593067868200525612344221886333785331584793435449501658416,
102885655542185598026739250172885300109680266058548048621945393128043427650740)

[b]P = (101228882920057626679704131545407930245895491542090988999577542687271695288383,
77887418190304022994116595034556257760807185615679689372138134363978498341594)

Question 1. how to compute #E?



#E and Schoot's algorithm

- Given E/F,:y*=x°4+ax+b (ie, given p,a,b), how do we
compute #E(IF,)?

+ Hasse principle: #E(F,) = p + 1 — t, where —2/p < t < 2,/p, SO
#E is (relatively) close to p, but exponentially many possible t

« Schoof’s algorithm (unlocks ECC): compute t mod #; Tor many
small primes €; until [1;€; > 4+/p, so t uniquely determined in
Hasse interval



Handwaving Schoot's algorithm

 The key to Schoof’s algorithm lies in computing t mod £
- Forall (x,y) € E(F,), the trace t satisfies

(sz’ypZ) — [t](xP,yP) + [p](x,y) = oo

» The £-division polynomial (more later), ®, € [F,[a, b, x, y] vanishes
precisely at the points that vanish under multiplication by £

» Schoof: work indeterminately in IF, [x, y]/{(®,, E), and replace p
with p mod € to recover t mod ¢



Finding secure curves for ECC
- Given p, a, b, Schoof computes #E, ,(F,) in 0(log(p)®) steps

» General philosophy: find a prime of the appropriate bitlength, and
iterate through a and b until #E, , (IF,) is (almost) prime. E.g.,

NIST: fixed p special, a = —3, iterated b as hash output until #E prime.
Brainpool: p, a, b all output of iterated hash functions, until #E prime.

« Once (almost) prime order curve chosen, double-check other
(exponentially unlikely) properties, e.g., low MOV degree, #E # p, etc.

« What do we mean by appropriate bitlength’



FCDLP security and Pollard’s rho algorithm

 The best known ECDLP algorithm on (well-chosen) elliptic curves
remains generic, i.e., elliptic curves are as strong as is possible!

» ECDLP: given P,Q € E(IF,,) of prime order N, find k such that Q = [k]P

« Pollard’78: compute pseudo-random R; = |a;]P + [b;]Q until we find a
collision Ri = R] with bi =+ bj, then k = (a] — Cli)/(bi — b])

» Birthday paradox says we can expect collision after computing /%

group elements R;, i.e., after = VN group operations.



Summary so far

« Elliptic curves are the only useful groups we know that are as secure as a
black-box group. Upshot: use them for public-key cryptography!

» Old school method to setup ECC (e.g., ECDH):
* choose a prime p twice the length of your target security

*find a and b such that #E, , (F,,) is prime (and check stuff)
* publish E, ,, /IF,, and a prime order generator P

« Old school method to compute k, P = |k]P, etc.
X Y

*work in projective space, e.q., (x,y) = (E’ E) or (x,y) = (ZXZ ZY?,)

* compute [k]P via a sequence of doublings and additions




Questions so far?



Part 4: Next-generation ECC



What's wrong with old school ECC?

- Side-channel attacks: starting with Kocher'99, side-channel attacks
and their countermeasures have become extremely sophisticated
(ct. Lejla’s tutorials from yesterday and a bunch of talks here!)

» Decades of new research: we now know much
better/faster/simpler/sater ways to do ECC

» Suspicion surrounding previous standards: Snowden leaks, dual
FEC-DRBG backdoor, etc., lead to conjectured weaknesses in the
NIST curves



Mike Scott (1999)
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NSA Curve P-256777

"So, sigh, why didn't they do it that way?
Do they want to be distrusted?"

Curve P-256

p = 115792089210356248762697446949407573530086 14\
3415290314195533631308867097853951

r= 11579208921035624876269744694940757352099695\
5224135760342422259061068512044369

s = ¢49d3608 86e70493 6a6678el 139d26b7 819£7e90

c= 7Tefbal66 2985be94 03cb055c
75d4£7e0 ce8dB84a9 cbll4abc af317768 0104fald

5ac635d8 aa3a93e7 b3ebbd55

769886bc 651d06b0 cc53b0f6 3bce3c3e 27d2604b

G, = 6b17d1£f2 e12c4247 f8hbcebeb
63a440f2 77037d81 2deb33a0 f4a13945 d898c296

G, = 4fe342e2 fela7f9b Bee7ebda
7c0f9e16 2bce3357 6b315ece cbb64068 37bf61f5

‘I no longer trust
the constants.

| believe the NSA has
manipulated them"

¥

Bruc SChne[r (2013)



Next generation elliptic curves

« 2014: CFRG receives formal request from TLS working group for
recommendations for new elliptic curves

« 2015: NIST holds workshop on ECC standards

« 2015: CFRG announces two chosen curves, both specified in
Montgomery (1987) form

E/F,:y*=x>+Ax* +x

« Bernstein's Curve25519 [2006]: p = 2%°°> — 19 and A = 486662
+ Hamburg's Goldilocks [2015]: p = 2% — 222% — 1 and A = 156326
» Both primes offer fast software implementations!

« Their group orders are divisible by 8 and 4, but this form offers
several advantages.




Montgomery’s fast differentia

E/F,:y*=x°+Ax*+x

arithmetic

« drop the y-coordinate, and work with x-only.
« projectively, work with (X : Z) € P insteadof (X : Y : Z) € P?
 But (pseudo-)addition of x(P) and x(Q) requires x(Q © P)

Extremely fast

pseudo-doubling: xDBL

Xrop = (Xp + Zp)*(Xp — Zp)?
Zigp = 4XpZp((Xp — Zp)* + (A+2)XpZp)

Extremely fast
Xp+Q = Zp—q
Zp+o = Xp-o

pseudo—addition: xADD _
(Xp—Zp)(Xo +Zy) + (Xp + Zp) (Xg — Zo)

(Xp—Zp)(Xg +Zo) — (Xp + Zp) (X0 — Zo)

2M + 25

2 4M + 25




Differential additions and the Montgomery ladder

ol o ol _a{

, \ \ \

 Given only the x-coordinates of two points, the x-coordinate of their sum
can be two possibilities

» Inputting the x-coordinate of the difference resolves ambiguity

« The (ingenious!) Montgomery ladder fixes all differences as the input point:
ink,x(P) » x(|k]P), every xADD is of the form
xADD(x([n + 1]P), x([n]P), x(P))

« We carry two multiples of P "up the ladder”: x(Q) and x(Q @ P)
. At ithstep: compute x([2]Q @ P) = xADD (x(Q @ P), x(Q), x(P))
. At it"step: pseudo-double (xDBL) one of them depending on k;



Fast, compact, simple, sater Diffie-Hellman

.« Write k = YiZd k;2t with k,_; =1 and P = (xp, yp) in E[n]
(e.g., on Curve25519 or Goldilocks)

(x9,x1) < (xDBL(xp), xp)
fori =€ — 2 downto 0 do

(X0, %1) CSWAP((kiH X ki)' (xO'xl)) Inherently uniform, much
(x0,x1) < (xDBL(x¢),XxADD(x¢, x4, xp)) easier to implement in
end for constant-time

(xg,%1) < CSWAP(kO, (xo,xl))
return xo (= X[xp)

« x-only Diffie-Hellman (Miller'85): x(|ab]P) = x([a]([b]P)) = x([b]([a]P))

see https:.//tools.iettorg/html/rfc/ 748
(Elliptic curves for security)



https://tools.ietf.org/html/rfc7748

Curve?5519 and Goldilocks in the real world

« See "Elliptic curves for security” https://tools.iettorg/html/rfc/ /748

 Both curves integrated into TLS ciphersuites
« In 2014, OpenSSH defaults to Curve25519

« Curve25519 is used in Signal Protocol (Facebook Messenger,
Google Allo, WhatsApp), 10S, GnuPG, etc
(https:.//en.wikipedia.org/wiki/Curve25519)



https://tools.ietf.org/html/rfc7748
https://en.wikipedia.org/wiki/Curve25519

FCC is the best of both worlds

attacker’s toolbox VS, our toolbox



Elliptic curves: the best of both worlds

/

attacker: generic

Pl x P! L eRY

(m,0,0,0)+ L

Us: not generic



One curve to rule them all...
p =211 —1
EJF,2 —a® +y* =1+ dax*y?

d := 125317048443780598345676279555970305165 - i 4+ 4205857648057 7T7T7T68770).

Group order is 23 - 74 - N, where N is a 246-bit prime!

Fastest formulas [HCWDO8] “complete” (xi,y1) + (x2,2) = (xly 1 ¥ X2z X1~ x2y2>

)
YV1Y2 — X1X2 X1Y2 — Y1X2

Degree-2 ()-curve, meaning degree 2p endomorphism

CM by ring of integers in Q(+/—40), meaning degree 5 endomorphism ¢



What's an endomorphism?

« An endomorphism is a homomorphism from the curve to itselt
¢:E—>E

 For our (crypto) purposes, an efficiently computable endomorphism is like a
cheap teleport/shortcut to a fixed scalar multiple

¢(P) = A[P]
» Easy example on the Bitcoin curve

E[Fy: y*=x>+7
with p = 1 mod 3, since there exists & € F, where é* =1and & # 1

« Forany P =(x,y) €E, ¢(P)=(&éx,y) = [A]P, where

A =37718080363155996902926221483475020450927657555482586988616620542887997980018



How to use endomorpnisms

 Recall our task: given integer k and point P, compute [k]P
« For any P, we can now quickly get the three points ¢(P), Y (P) and l/J(qb(P)), where
¢(P) = |24|P,
Y(P) = |A,]P, and
Y(d(P)) = [1p2y|P

k = (alia2'a3'a4)

[k]P = [a,]P + [a;]¢p(P) + [as]yp(P) + [as]yp (¢ (P))
k =a; +aAdy +aszdy + asdpdy, mod N



The multiscalar multiplication

« Computed ¢(P), Y(P), Y(¢p(P)), and k - (a,, a,,as,a,), now what?

k = 64840569332679984426672436340494668739430332089137885001096300239355695153788

a; = 14445124749170047041
a, = 11638376461179115075
az; = 5032911711680286358
a, = 881092582828842431

a, = 011001¢600611160111601160010001160110100¢0000¢01600111101111111000,0,1,00,0,001
a, = 010100001100000111160100011011160101000160160110110010,10,10,11,001,0,0,0,0, 1, 1
az = 00100010111601100060111111016060010061016006100061¢006,110110,100111010,0,1,0,1,1,0

a, = 001111010010001101011600100101160111100100101110010,00,1,0,10,0,1,0,1,1,1,1,0,1,0

» Instead of multiplying by a 246-bit scalar, do a 4-way multi-scalar
exponentiation by 64-bit scalars

« 064-doublings, 64-additions, uniform dbl-and-always-add algorithm



FourQ versus Curve25519 and Curve p-256

Platform Four Curve25519 | NIST p-256
Q Bernstein'06 NIST'99

C-Longa’'15 | [Chol14, eBACS] [GK15]

Atom Pineview 442 1,109 -
Intel Sandy 72 157 400
Intel Haswell 56 162 312
AMD Kaveri 122 301 -

Speed (in thousands of cycles) of k, P — [k]P on some 64-bit platforms.

Platform FOUI‘Q curV925519
C-Longa’l5 | Bernstein’06
[Lon16] [BS12,eBACS]

Cortex-A7 378 926
Cortex-A8 242 497
Cortex-A9 257 568
Cortex-A15 133 315

Speed (in thousands of cycles) of k, P — [k]P on some 32-bit platforms.



FourQ continueo

« Internet draft Curve4Q (by Barnes, Ladd, Longa)
https://tools.ietf.org/html/dratt-ladd-cirg-49-00

« Fast SchorrQ signatures (based on EADSA signature scheme)
https://www.microsoft.com/en-us/research/wp-content/uploads/2016/07/ SchnorrQ.pdf

« Library protected against simple timing attacks, cache attacks,
exception attacks, invalid curve and small subgroup attacks

« Version 3.0 coming soon...


https://tools.ietf.org/html/draft-ladd-cfrg-4q-00
https://www.microsoft.com/en-us/research/wp-content/uploads/2016/07/SchnorrQ.pdf

Questions?



