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Part 1 Motivation



Diffie-Hellman key exchange
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FCDH key exchange

p = 2256 _ 2224 + 2192 + 296 —1
p = 115792089210356248762697446949407573530086143415290314195533631308867097853951

E/Ey;y*=x>—=3x+b

#E = 115792089210356248762697446949407573529996955224135760342422259061068512044369

P = (48439561293906451759052585252797914202762949526041747995844080717082404635286,
36134250956749795798585127919587881956611106672985015071877198253568414405109)

[a]P = (84116208261315898167593067868200525612344221886333785331584793435449501658416,
102885655542185598026739250172885300109680266058548048621945393128043427650740)

[b]P = (101228882920057626679704131545407930245895491542090988999577542687271695288383,
77887418190304022994116595034556257760807185615679689372138134363978498341594)




Quantum computers « Cryptopocalypse

« Quantum computers break elliptic curves, Tinite
fields, factoring, everything currently used for PKC

« Aug 2015: NSA announces plans to transition to
quantum-resistant algorithms

NIST - 1/ Dec 2016: NIST finalizes calls for quantum-secure
orsandores - SUDMIssioNs. Deadline: Nov 30, 2017.
TR httpy//csreanist.gov/groups/ST/post-quantum-crypto/



http://csrc.nist.gov/groups/ST/post-quantum-crypto/

Cryptopocalypse now?

x = how long information needs to be secure
y = how long it takes to deploy PQ crypto

z = how far away is a quantum computer

Tx+y>z,we're screwed



Real-world (e.g., Internet/TLS) cryptography in one slide (oversimplitied)

public-key/asymmetric crypto >

< public-key/asymmetric crypto

symmetrically encrypted traffic >

< symmetrically encrypted traffic
Client Server

« Public-key cryptography used to
(1) establish a shared secret key (e.g., Diffie-Hellman key exchange)
(2) authenticate one another (e.q., digital signatures)

« Symmetric key cryptography uses shared secret to encrypt/authenticate the subsequent
traffic (e.q., block ciphers, AES/DES, stream ciphers, MACs)

« Hash functions used throughout (e.g., SHASs, Keccak)



Post-quantum key exchange




Part 2: | attice basics
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| attices ®

« Basis by, ...,b,, € R"

o Lattice L = {a1b1 + -+ anbn ta; € Z}

« Bases not unique L = ), a;v;

° e.g., b1 — (_2, 1), bz — (10,6)
V1 = (43 _3)1 Uy = (2)4)



| attices

Basis by, ..., b, € R"

Lattice L = {a1b1 + -+ anbn ta; € Z}

Bases not unique L = ), a;v;

e.g., bl — (_2, 1), b2 — (10,6)
V1 = (43 _3)1 Uy = (2,4‘)

-2 1

10 6
_bi_

Invariant det(L) = | det(b;) | = |det(v;)|

1 1
2 1
det = -I__-1



Hard Lattice Problem #1: Shortest Vector Problem (SVP,)

SVP: Given lattice L = {vy,v,}, find short vector |s| <y - A(L)
(y = 1 means shortest vector)



Hard Lattice Problem #1: Shortest Vector Problem (SVP,)

SVP_ is NP-hard for y = 0(1) SVP,, is P for y = 2Q(n)



Hard Lattice Problem #2: Closest Vector Problem (CVP,)

CVP ;. Given lattice L = {v;, v,} and target vector v € L within distance d,
find the closest lattice point



SVP in dimension 10

Shortestvector/l(L)z (2528 2219 -59 1440 -/56 4606

4881
-1872
-8990
2127
7326
-3004
8868
-4692
-9994

4834

-1954
4453
500
7734
2373
-8459
-6895
-4264
-3330
969

3314
0941
3286
2358
-6856
1416
-7580
9292
555
-8352

L = {bl' "'bl()}

3373 -7930 -2481
-5097 5545 -9969
-3972  -214 2752
-4539 3937 954

4071 1420  -3460
-2107  -8603  -1053
-1360  -2532 5588
-3033 1663 -1516
-3660 8108  -9438
-5097  -369  -8607

9519
3475
8083
-9577
-8335
-4284
-7695
0894
3032
-4815

-2734

-9689
1718
1672
8350
9275
2172
7236
-2016
9518
-25607

148

-/5

-3270
-3284
1415

-3447
4273

o617

-7/063
-8920
-1103
-2 782

A(L) — b1 — 14‘b2 + 2b4 + 13b5 — 2b6 — 9b7 + 15b8 + 3b10

S e S S S S S SN SN N

4948)



Why are they hard?

 (Gaussian elimination? Least-squares?

« What about Gram-Schmidt to reduce basis? (i
bi « b; — 2 pij b M DS

1<j<i—1

» SVP, NP-hard for y = 0(1): "at least as hard as the hardest
problems in NP” (if P = NP, then no polynomial time alg.)



e.g., GGH'97/ signatures (= NTRUsign)
Idea: CVP is hard, but easy with good basis

message:
secret key: J

signature: @

public key: v,




Security reductions

« GGH'97 (= right idea, but) did not come with a “security proot”

« [T you can solve CVP you can obviously forge messages, but this
scheme was completely broken without solving CVP

- We want Thm: e.g., “if you can forge signatures, you can solve CVP*

« Ajtai'96: worst-to-average-case reduction unlocks lattice-based crypto
"It you can break an average case, you can break the worst case”



Part 3: PQ key exchange based on (R)LWE



Regev'05

» Introduces the “Learning with Errors” (LWE) problem
« Uses it to construct LWE encryption

» Shows that breaking LWE implies (quantum) solving
hard lattice problems (GapSVP, and SIVP)

see his 2012 talk
http://research.microsoft.com/apps/video/default.aspx?id=166559



http://research.microsoft.com/apps/video/default.aspx?id=166559

The learning with errors (LWE) problem

random secret small
mXxn nx1 mx1 mx1
ZCI ZCI ZCI ZCI

lXI+ :

Search LWE problem: given blue, find red



The learning with errors (LWE) problem

random secret small
mXxn nx1 mx1 mx1
ZCI ZCI ZCI ZCI

Decision LWE problem: given blue, does red exist?



The learning with errors (LWE) problem

random secret small ind. from random
Z7><4 Z4><1 Z7><1 Z7><1

LWE problem: given blue, find red



The learning with errors (LWE) problem

random secret small ind. from random
Z7><4 Z4><1 Z7><1 Z7><1

0
-

1
|
|
0
-

LWE problem: given blue, find red



Toy example versus real-world example

7X4
ZlB

64o<

Z640X256
4093

256

g

640 X 256 X 12 = 1966080 bits
= 245 kB !




The learning with errors (LWE) problem

random secret small ind. from random
Z7><4 Z4><1 Z7><1 Z7><1

0
-

1
|
|
0
-

LWE problem: given blue, find red



The ring learning with errors (R-LWE) problem

random secret small ind. from random
Z7><4 Z4><1 Z7><1 Z7><1

0
-

1
|
|
0
-

Lyubashevsky-Peikert-Regev "10: add ring structure



The ring learning with errors (R-LWE) problem

random secret small ind. from random
Z7><4 Z4><1 Z7><1 Z7><1
0
-1

1
|
|
0
-




The ring learning with errors (R-LWE) problem

random small secret small ind. from random
Z7><4 Z4><1 Z7><1 Z7><1
0
-1

1
|
|
0
-




The ring learning with errors (R-LWE) problem

random secret small ind. from random
7><4 4><1 Z7><1 Z7><1

0
-
1
|

LWE problem: given blue, find red




The ring learning with errors (R-LWE) problem

Z4X4

13— Zy3[x]/(x* + 1)

—_— 4+ 1x+ 11x°% + 10x3
— =x-(4+ 1x+ 11x% + 10x3)

—> = x% - (4+ 1x + 11x% + 10x7)

—— = x3. (44 1x + 11x? + 10x3)

l[deal |lattice: lattice modulo ideal



The ring learning with errors (R-LWE) problem

4+ 1x + 11x* + 10x3
X -1+ 0x —1x%*+ 1x3 A5 x]
T (x*+ 1)
10 + 5x + 10x% + 7x3

R-LWE problem: given blue, find red



he ring learning with errors (R-LWE) problem

(the 128-Dbit secure version) (Zzsz_l[x]>
x1024 +1
2792930407 + -+ + 2938465015x19%° %
X 5 —3x..+9x1022 _ 11023 il
T Al

3159804584 + --- + 1153769078x1023

R-LWE problem: given blue, find (small!) red



R-LWE-DH: key agreement in R, = Zg|x]|/{(x™ + 1)

public: “big" a € R, o
secret; “small” e, s € R, secret; “small” e’, s € R,

a--s—+e




Approximate agreement mod q

q/4
the usual
a-{ 1|0 }o
ROUND —7 5
function
, 3q/4
S ) 4079331841 + 1894732145 - x + -+ + 472608255 - x1922 + 516748383 - x1023

- =M 4079332556 + 1894733033 - x + - + 472607765 - x1°22 + 516748363 - x1023

A [ [ [
ROUND () 1 0 0

This will work most of the time (fails = 1/219), but we need exact agreement
.e., what happens if one of the coefficients is in the “danger zone(s)"




Making approximate agreement exact in Z,




R-LWE-DH: exact key agreement

public: "big” a € R, o
secret: 'small” e,s € R, secret: 'small” e',s" € R,

a-s—+e

RECONCILE(s - (a- s’ +e"), { <", 4,}") — ROUND(s"- (a-s +e))




[BCNS5]: our implementation

 Implemented ring-LWE key exchange based on Peikert14
* Proof of security: if decision R-LWE is hard, then exact-DDH in our scheme is hard

"Constant-time” software integrated into TLS (OpenSSL)
« Communication size: 8KiB roundtrip

« Runtime: 1.4-2.1 ms per party (TLS handshake 1.08-1.27x slower than ECDH/ECDSA)
Cryptographers aim to future-proof
MlcrosoftTests ‘S“uantum Computer-Proof Web Encryption p}rotocol
MIT

Callitan abundance of caution. A Microsoft research project has -

Computing upgraded the encryption protocol that secures the Web to resist
attacks from quantum computers—machines that are expected to
Securing Today’s have stupendous power but have never been built. _ crypteraphers Deve-lop . B 4 = 8 E
Data Against G nments and computing giants like IBM, Microsoft, and Encryption MethOd REsrant RING LEARNING WITH ERRORS
jovernments and computing giants like , Microsoft, and . . . '
Tomorrow’s Googhe are woeking on quazium comprters because tapping subtle to F“:“:eQ“a‘“t“m’tttaCks Algorithmen fiir die Post-Quanten-Ara

effects of quantum physics should let them solve in seconds some

Quantum Computers [

Queensland University of Technology's Dougles Stebila and his team are upgrading encryption protocols.

% Cybersecurity News, Scienca News'

The need to secure today’s communications from the powerful quantum Forscher haben das vor Quantencomputern sichere Key—Exchange—
computers of the future has propelled new research aimed at upgrading the

internet’s core encryption protocol. Verfahren Ring Learning With Errors prédsentiert. Das lasst sich bereits

This work is being led by a team of cryptographers, including Queensland University  experimentell in OpenSSL fiir TLS-Verbindungen einsetzen.
of Technology’s Douglas Stebila, that has tested some new techniques and found
promising steps towards future-proofing internet encryption.

breakthroughs
wotuld also be able to easily break the encryption used to secure

information online.




Farly bird may get the worm...

.. but the second mouse gets the cheese!

« [ADPS'16]: much better implementation, error distribution, security analysis, pseudorandom

parameters, etc etc

* Much faster than ours, even faster than classical (ECDH) Go gle Security B|og

* PQ just means bigger keys (no slowdown)

2016 Internet Defense Prize Winner

After careful consideration by our
Award Committee, we decided to

award the 2016

of “Post-Quan e - A
New Hope.” The winning authors
include: Erdem Alkim (Department
of Mathemathics, Ege University,
Turkey), Léo Ducas (Centrum
Wiskunde & Informatica,
Amsterdam, The Netherlands),
Thomas Péppelmann (Infineon
Technologies AG, Munich,
Germany), and Peter Schwabe
(Digital Security Group, Radboud
University, The Netherlands).

The authors proposed new

Experimenting with Post-Quantum Cryptography
July 7,2016
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Frodo: take off the ring!
R

some highlights from Galbraith's 2016 PQcrypto keynote final slide:

"We need to understand Ring-LWE"

“Final comment: PQcrypto should be about greater security, not greater efficiency”



Frodo: recommended parameters

seed € 73°°

PRF

v
752 8

<
| ERS
8

130-bit guantum
144-bit classical

1500 1206

q =21 =32768

103-bit plausible

1000
200 —— ¢ 104 104 5 1
0

5 -4-3-2-101 2 3 45

12 bits of randomness, Renyi div. 1.000307
MCMUHEGWBQWHDWWGWP775

Z752X8

(& seed)

8X752 64—
€ Zq € 78

K's indistinguishable
from random if
decision-LWE is hard!

seed

752

PRF

752 752




Standalone performance of PQ primitives

Speed Communication geanier

RSA 3072-bit Fast 4 ms Small 0.3 KiB

ECDH nistp256 Very fast 07ms  Very small 0.03kiB

BCNS Fast 1.5 ms Medium 4 KiB 80-bit
NewHope Very fast 02ms Medium 2KiB  206-bit
NTRU EES743EP1 Fast 03-12ms  Medium 1 KiB 128-bit
SIDH Very slow 35-400 ms Small 0.5KiB  128-bit
Frodo Recommended Fast 1.4 ms Large 11KiB  130-bit

McBits™ Very fast 05ms  Verylarge 360KB  161-bit



TLS connection throughput (#connections/second)

bigger (top) is better
1600
NewHope
1400 1.36x
1200
ECDHE
1000
Frodo 0.87X BCNS
800 . . Frodo
600 — NTRU
400
200
0
1B 1KiB 10 KiB 100 KiB
Payload size

x86_64, 2.6 GHz Intel Xeon E5 (Sandy Bridge) — server Google n1-standard-4, client -32 note somewhat incomparable security levels
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Questions?




