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What's a pairing

A pairing is a bilinear map
e . Gl X GQ — GT
PxQ+— elP,Q)

Bilinear: e([a]P, [b]Q) = e(P, Q) = e([b]P, [a]Q)

G1 and Gy are (prime) order r groups on an elliptic curve
E/F,

G is the order r multiplicative group of the extension field
Fqk
All three discrete log problems need to be intractable
r large, g¥ much larger again

The embedding degree k € Z plays a vital role in

pairing-based cryptography
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Example: P € E(F,;), Q= Q' € E(F,

P:(664072627004787196566504964561727344070428369705 ,1458656105509069348006973843968312782707543657947)

Q:( (794912935384259695643941666982448931339755393931/ + 12921833499233556714953736[.‘![.‘!673278028719609109506)z2

1(451143164328155547079674992688956153701248999656/ + 1245161l33325846984203018563019795198131589273628)23)

e(P, Q)=

(1372331034179290717537633968841613062114531248561i + 317343091953108742327302532426358912559622736150)25 +
(6574945352368l3609177311808779244063930185280957f + ll73891693415235640893762327708485517080457926012)24 +
(750659053186983976728590236941743928841799248238/ + 788875576508219539921111705909867282175740321593)23 +
(13426591l6700162333132868403403286750105137648771f + 400673406744728946690382983750540607519724645284)Z2 +

(200064485727654206845371455070977617286564943382i + 315356067211812282008372359076933826334675513754)z +

184511804126153037736870425849119616499303527350/ + 595324176984530847557666296564140125619892547393
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Example: P € E(F;), Q" € E(Fp), e([2/P, Q) € F e

[3] P:(664072627004787196566504964561727344070428369705 ,1458656105509069348006973843968312782707543657947)

Q:( (794912935384259695643941666982448931339755393931/ + 12921833499233556714953736[.‘![.‘!673278028719609109506)z2

1(451143164328155547079674992688956153701248999656/ + 1245161l33325846984203018563019795198131589273628)23)

e( P ) Q)a:

(303440764161389278186025527562206061259856205015i + 085347885483078762431227918897173021282189858464)25 +
(510834044202113049952437630800572365012238607403i + 3588771667198080567052216000661314248515863117)z% +
(841156839227960247262828400536345831531061869301 + 27994019949926142325881478292300055201852942173)23 +
(351425148032022687301420784471978558159619833853 + 1063019231357506013361045781703564758807981838222) 2% +
(1084363616096742476002954754200102908002767350732i -+ 76377504163027228277838339806168861967962089964)7 +

548988961733999661302517240851774796430896571032/ + 385042254582483177311552059176916929021740844169
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Example: P € E(F;), Q" € E(Fp), e([2|P, Q) € F g

[a] P:(664072627004787196566504964561727344070428369705 ,1458656105509069348006973843968312782707543657947)

[b]Q=(

(7949l293538425969564394166698244 9313397 039031/ + 12921 499 6655671495373600673278028719609109506)22

1(451143164328155547079674992688956153701248999656/ + 1245161l33325846984203018563019795198131589273628)23)

e(P, Q)? b—

(259788389686929328867427286967123549323447569611/ + 1306674915064924383001093696143033943265614307882)25 +
(3348399645546l7719330495903999732883611482977862f + l432529381150637754170708881340020431629734575924)24 +
(702565171639708589935644151598929493426941925141i + 418219427928454528828786362621613320972493658822)23 +
(613795475078836951530360868498071607851152064051/ + 1382644658025115080479255569216265441954127694835)22 +
(98801948994614934357561447318936084131028971967i + 839846705206319311005115811764609442518482789010)2 +

1333332858144207093683795787968513598183630940508/ + 160441312569670585432195703800548440770668439405
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Pairing-friendly curves

Definition: E is a pairing-friendly curve if...
@ k is small (less than 50)

log, g
log, r —

@ the prime r dividing #E has p =

@ G1, Gy and Gt defined over Fqk iff
rlgk—1

Group order can lie anywhere between...

q — [2/q] = 1461501624496790265145446172069156880588098716010
q = 1461501624496790265145448589920785493717258890819

g+ [2/q] = 1461501624496790265145451007772414106846419065628

r = #E =1461501624496790265145447380994971188499300027613
... then think of r and g as independent of each other
k being small enough is extremely unlikely in general

Moral of the story: pairing-friendly curves are very rare
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The Barreto-Naehrig (BN) family

@ in our example...
g = 1461501624496790265145448589920785493717258890819
#E =
r = 1461501624496790265145447380994971188499300027613
@ parameters come from putting x = 448873741399 into
q(x) = 36x* + 36x3 + 24x2 + 6x + 1
r(x) = 36x* 4 36x3 + 18x% + 6x + 1
o Guaranteed that k = 12

o Notice p = 1 (perfect), also curves are always y? = x3 + b
7/16



Balancing security requires varied k

30 —

p+k (ECDLP and DLP balanced)

o— | || \ | | | \ | |
647280 96 112 128 160 192 224 256

Security level (bits)

Example - a BN k =12 (p = 1) curve:
Perfect for the 128-bit security level: r ~ 256-bits, g'? ~ 3072-bits.

http://www.keylength.com/en/3/

http://www.fujitsu.com/global/news/pr/archives/month/

95019/90190R12-01 h+m1l 8/16


http://www.keylength.com/en/3/
http://www.fujitsu.com/global/news/pr/archives/month/2012/20120618-01.html
http://www.fujitsu.com/global/news/pr/archives/month/2012/20120618-01.html

Other complete (popular) families

o k =12,24 27 48 Barreto-Lynn-
D —

****
o

@ e.g. the k =48 BLS family: x=1mod3 (y’=x*+b)
9(x) = (x — 12(x0 = x* +1)/3 + x;
n(x) = (x — 1)*(x** = x® +1)/3 r(x) = x® — x® 4 1.

@ e.g. the k =16 KSS family:  x=425mod 70 (y* = x* + ax)

q(x) = (x1° 4 2x° + 5x% + 48x5 + 152x° 4 240x* + 625x2 + 2398x + 3125),/980;
n(x) = (x* 4+ 2x + 5)(x® + 48x* + 625),/980; r(x) = x® 4 48x* + 625.
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Towered extension field arithmetic

o Koblitz-Menezes'05: for k = 23/, build extension field as a
sequence of quadratic and cubic subextensions (preferably
binomials)

o Karatsuba-like tricks make arithmetic much faster
e easier to implement
o twisted subfields constructed inherently

@ eg. a k=12 tower

52—~

2_ 3_
F,— 2% Fp— T L Fp

F o

o Instead of 12 multiplications costing 144 F; multiplications,
they cost 3 -3 -6 = 54 4 multiplications

e Finding a nice (efficient) tower is not always possible
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Parameterised families of pairing-friendly curves

@ BLS curves with k = 24:

400 = (x — 1P — 5 +1)/3 4 x
n(x) = (x —1)°(x* = x* +1)/3;

rx)=x*—x"+1;

@ when g = q(x), r = r(x) are prime, guaranteed a curve
E/Fq:y?> = x>+ bwith r | n=#E.

@ ‘“perfect” for 256-bit security p- k = 30 (p = 1.25)
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Example: searching for BLS curves

g(x) = (x = 1*(x* = x* +1)/3+ x; r(x)=x*—x"+1.

o Kick-start with x = 2% = 18446744073709551616 (targeting
256-bit security): x =1mod 3, x — x+3

@ soon enough x = 18446744073709563373
q15:208135392074080989272706652458494633978103633021895928177230523400110387220520735520035558505
43059610293588875674461210160589181740516396182213025676897921852432341904308046467786796909960221

° soon after x = 18446744073709568134
152081353920741202406074204344187845907416165206148514542547681060676871445712171751406826067585

8946726622675208621738650395266513452695828995492519266950330867144614888025492087559518474496777
e moral: thousands/millions/billions... of possible curves
to choose from...

@ (also) primality testing at high-security levels takes time...
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Attractive subfamilies of BLS curves for high-security

Theorem (C-Lauter-Naehrig'11)

Instead of x = 1 mod 3, take
X0 q(xo) n(xo) |efficient|  curve correct
mod 72 | mod 72 | mod 72 | tower E twist E’
7 19 12 P =x3+1yP=x3£1/v
16 19 3 P =x3+4y?=x3+4v
31 43 12 Y =X+ P =x3%v
64 19 27 /P =x3-2yZ=x3+£2/v
”
3
]Fqs T Fqu; Tl,
w2+v
2 2 6
]Fq u“+1 ]qu v +u+1 ]Fq4 2°+v ]Fq24; TZ:
witv
]Fqu T—}—u}) Fqu; Ts.
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Particularly friendly members of family trees

@ Most recent work took this “subfamilies” idea further

@ Thoroughly explored the other 8 families of interest: BW k = 8,
BLS k =12, KSS k =16, KSS k = 18, BLS k = 27, KSS k = 32, KSS
k =36, BLS k=48

e Two (quartic/sextic) twist types: type M and type D (type D
previously preferred - untwisting isomorphism)... but CLN’10
Theorem remedies this!: there is no preference

@ Also give compact generators for many of the favoured
subfamilies
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x' = 45 mod 14

{5,9} +‘14i (112)

a

[
19, 33, 51, 65, 75, 107

ay ap a_o
\
7‘—1 77/\71 7‘—1 {19, 33,51, 65, 75, 107} +112/ (1680)
\ 97\89 \ \
61 | 47 23
03 {9,89} 79 103
+112j (560) as as az
5 P
5 T3 T /’\ T/T’\T 51 65 75 1‘07 131 145
2 3 ?
([ T2 T3 T2 | | | 177 243 275 289 355 369
233 | | | 33 387 411 443 467 481 555
121 313 257 1153 219 513 611 625 635 705 723 747
201 457 19163 401 503 [y22 5o 803 817 835 849 891 915
537 187331 1601 737 570 947 961 971 1041 1083
9 345 499 523 1073 707 1115 1185 1195 1227 1251
89 425 667 691 929 1059 1265 1283 1297 1307 1377
859 1003 1409 1139 1395 1451 1475 1489 1521
1027 1171 1419 1563 1587 1643 1675
1339 1363 1610
1507 1531 ’

Figure: Example: The k = 16 KSS family tree.
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Picking fruits from the trees: e.g. k = 16 tree

Epll /(4 P2/ -v)
p ]sz ]FPIG
T [ T [ T | T3
(i, vi) | 2,u)| Byu) | (5, v)

Table: Efficient towering options in the k = 16 KSS tree.

rating equiv. class for x tower| a |twist| Gy gen. (Gé gen. %
(<" =x/5) type| [h](, -) [h1C,0)

61,93 mod 112 1 m B (v —1,/(v—13 +v(v — 1)) 12.2

5,37 mod 112 1| D . (7\/, Ry 1) 127

* ok ok ko 47,79 mod 112 Ti|2| D . (2/v, LI iz) 12.1

sty

23,103 mod 112 T -2 M|, v=T) . 13.1

* % %% |{19,...,1531}16 mod 1680| T» |3 | M | (1,2) (3/v, \/% + 792) 7.9
. 1153,1633 mod 1680 | T, | 5| D (2, 2\/5) B 0.9

@ Implementors can use our trees to tailor-make searches that
target specific parameter combinations/preferences

@ good searches will only search low-hamming weight x-values

@ ... or choose from our extensive list (low hamming-weight

examples)
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